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Approved by a resolution of the management board on 01.06.2022 

1. General provisions 

1.1. These Rules of Procedure lay down internal security measures for conducting due diligence and 
detecting suspicious and unusual transactions in all areas of activities of Mainston International 

OÜ (hereinafter Mainston). 

1.2. All relevant employees should know and follow the requirements set out in the Money Laundering 
and Terrorist Financing Prevention Act (MLTFPA), the guidelines on the characteristics of 
suspicious transactions possibly involving money laundering and terrorist financing, other 
guidelines on compliance with the MLTFPA pertaining to the activities of Mainston as well as 

these Rules of Procedure. 

1.3. All relevant employees should keep themselves up to date with any amendments to the 
legislation and with other legal acts published on the website of the Financial Intelligence Unit 

(FIU) at  https://fiu.ee/en  

1.4. A copy of these Rules of Procedure shall be available to all relevant employees. 

2. Definitions 

2.1. What is money laundering? 

2.1.1. Conversion or transfer of property derived from criminal activity, or, property obtained 
instead of such property, knowing that such property is derived from criminal activity, or, 
from an act of participation in such activity, for the purpose of concealing, or disguising 
the illicit origin of the property, or of assisting any person who is involved in the commission 

of such an activity to evade the legal consequences of that person's actions.  

2.1.2. The acquisition, possession or use of property derived from criminal activity, or property 
obtained instead of such property, knowing, at the time of receipt, that such property was 

derived from criminal activity or from an act of participation therein. 

2.1.3. The concealment or disguise of the true nature, source, location, disposition, movement, 
rights with respect to, or ownership of, property derived from criminal activity or property 
obtained instead of such property, knowing that such property is derived from criminal 
activity or from an act of participation in such an activity. 

2.1.4. The concealment of the true nature, origin, location, manner of disposal, relocation or right 
of ownership of property acquired as a result of a criminal activity or property acquired 

instead of such property or the concealment of other rights related to such property. 

 

2.2. What is terrorist financing? 

The allocation or raising of funds to plan or perform acts which are deemed to be acts of terrorism 
or to finance operations of terrorist organisations, or in the knowledge that the funds allocated or 

raised will be used for the aforementioned purposes. 

2.3. What is a risk country? 

Countries or regions of interest where the risk of money laundering or terrorism are high. A risk 
country is a country or jurisdiction that: 

2.3.1. According to credible sources such as mutual evaluations, detailed evaluation reports or 
published follow-up reports, has not established effective anti-money laundering and 
combating the financing of terrorism (AML/CFT) systems. 

2.3.2. According to credible sources has significant levels of corruption or other criminal activity. 

2.3.3. Is subject to sanctions, embargos or similar measures issued by, for example, the European 
Union or the United Nations. 

https://fiu.ee/en
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2.3.4. Provides funding or support for terrorist activities, or that has designated terrorist 

organisations operating within their country, as identified by the European Union or the 

United Nations. 

2.4. What is a high-risk country? 

A country specified in a delegated act adopted on the basis of Article 9(2) of Directive (EIJ) 

2015/849 of the European Parliament and of the Council on the prevention of the use of the 

financial system for the purposes of money laundering or terrorist financing. The current list is 

based on European Commission delegated regulation - (EU) 2016/1675 supplementing Directive 

(EU) 2015/849 of the European Parliament and of the Council by identifying high-risk third 

countries with strategic deficiencies. https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX:02016R1675-20210207  

 

2.5. Who is a politically exposed person (PEP)? 

A natural person who performs or performed prominent public functions as well as their family 
members and close associates. Persons who, by the date of entry into a transaction, have not 
performed any prominent public functions for at least one year, as well as their family 

members or close associates shall not be considered politically exposed persons, 

2.5.1. For the purposes of these Rules of Procedure, the following persons shall be persons 
performing prominent public functions: 

a) State, head of government, minister and deputy or assistant minister; 

b) a member of parliament or of a similar legislative body, a member of a governing body 
of a political party, a member of a supreme court, a member of a court of auditors, or 

of the board of a central bank; 

c) an ambassador, a chargé d l affaires or a high-ranking officer in armed forces; 

d) a member of an administrative, management or supervisory body of a State-owned 
enterprise;  

e) a director, deputy director or member of the board, or equivalent function, of an 

international organisation, except middle-ranking or more junior officials. 

f) the Chancellor of Justice 

2.5.2. The following persons are considered family members of a person performing prominent 
public functions: 

a) the spouse, or a person considered to be equivalent to a spouse, of a politically 
exposed person or a local politically exposed person; 

b) a child and their spouse, or a person considered to be equivalent to a spouse, of a 
politically exposed person or local politically exposed person; 

c) a parent of a politically exposed person or local politically exposed person. 

2.5.3. The following persons are considered close associates of a person performing prominent 
public functions: 

a) a natural person who is known to be the beneficial owner or to have joint beneficial 
ownership of a legal person or a legal arrangement, or any other close business 
relations, with a politically exposed person or a local politically exposed person; 

b) a natural person who has sole beneficial ownership of a legal entity or legal 
arrangement which is known to have been set up for the de facto benefit of a politically 
exposed person or local politically exposed person. 

2.5.4. The following persons shall be local politically exposed person: 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02016R1675-20210207
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02016R1675-20210207
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a person who is or who has been entrusted with prominent public functions in Estonia, 
another contracting state of the European Economic Area, or in an institution of the 

European Union. 

2.5.5. How the relevant employee should check if the customer is a PEP: 

The relevant employee should make a research using the potential customer's full name. 
In case, there are several similar results, the relevant employee must use another 
identifier (date of birth etc.) to be sure that the result found matches with the potential 

customer. 

To check the relevant employee should use generally known internet research engines 
and databases that Mainston has access to. For example, the relevant employee is able 
to check the PEP status of the potential customer using the database available at: 

https://dilisense.com/en_US or by using any software provided by the company. 

2.6. What is the MLTFPA? 

The legal act that regulates the activities of credit and financial institutions, other undertakings 

and institutions specified in the Money Laundering and Terrorist Financing Prevention Act and 
the Financial Intelligence Unit which involve the prevention of money laundering and terrorist 
financing. In Estonian: Rahapesu ja terrorismi rahastamise tõkestamise seadus (RT I, 

12.03.2022, 19) 

2.7. What is the International Sanctions Act? 

This legal act regulates the national imposition of international sanctions, the implementation and 

the supervision thereof where the imposition of international sanctions has been decided by the 
European Union, the United Nations, another international organisation or the Government of 
Estonia. 

2.8. Who is a customer? 

A person or a legal entity who uses, or has used, one or several services offered by Mainston. 

2.9. Who is a relevant employee? 

A person who is conducting KYC/AML measures about the customer in Mainston. 

2.10. What is a business relationship? 

For the purposes of these Rules of Procedure, a business relationship is a continued contractual 
relationship with a customer. 

2.11. What is a transaction monitoring? 

Every single investigation conducted by an employee about a customer. 

2.12. Who is an ultimate beneficial owner of a legal entity (UBO)? 

Ultimate beneficial owner refers to the natural person(s) who ultimately owns or controls a 
customer and/or the natural person on whose behalf a transaction is being conducted. It also 
includes those persons who exercise ultimate effective control over a legal entity or arrangement. 
Reference to "ultimately owns or controls" and "ultimate effective control" refer to situations in 

which ownership/control is exercised through a chain of ownership or by means of control other 
than direct control. This definition should also apply to beneficial owner or a beneficiary under a 
life or other investment-linked insurance policy. Without derogating from the above, UBO is a 

private individual owning or controlling more than 25% of a legal entity. 

2.13. What is the Financial Intelligence Unit? 

Estonian Financial Intelligence Unit (FIU) is an independent government agency. The Financial 
Intelligence Unit analyses and verifies information about suspicions of money laundering or 
terrorist financing, takes measures for preservation of property where necessary and immediately 
forwards materials to the competent authorities upon detection of elements of a criminal offence. 
 
Postal address: Rahapesu Andmebüroo, Pronksi 12, 10117 Tallinn. E-mail: info@fiu.ee   
Web based reporting form: https://fiu.ee/en/notify-us   

2.14. Who is Compliance Officer? 

https://dilisense.com/en_US
mailto:info@fiu.ee
https://fiu.ee/en/notify-us
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Compliance Officer is is the Contact person of FIU appointed by the Management Board of Mainston. 

Only a person who works permanently in Estonia and who has the necessary education, professional 

suitability, necessary abilities, personal qualities and experience and an impeccable reputation to 

perform the duties of a Contact person may be appointed as a Contact person. The appointment of a 

Contact person shall be agreed with the FIU. The duties of the Contact person may be performed by 

an employee or a structural unit. If the functions of the Contact person are performed by a structural 

unit, the head of the respective structural unit shall be responsible for the performance of the specified 

tasks. The Contact person appointed by the Management Board of Mainston is also the person 

responsible for the implementation of the international financial sanction. 

 

3. Standard procedure for customer identification and verification (on-boarding customers) 

3.1. The relevant employee must identify all customers who want to use Mainston  services on the basis 
of an identity document and shall record the identification and transaction data regardless of 
whether the customer is a regular customer or not. 

3.2. A person must be identified: 

a) prior to establishing a business relationship; 

b) upon suspicious customer behaviour; 

c) upon verification of information or in the case of doubts as to the sufficiency or 
truthfulness of the documents or data gathered beforehand while updating relevant 
data; and 

3.3. If the customer is a private individual, he or she must provide: 

a) their full name; 

b) their personal identification code or, if none, the date and place of birth and the place 
of residence; 

c) if the customer is in fact representing another private individual being the real 
customer (under a power of attorney, or in the case of inheritance, or any other way) 

information on the identification and verification of the right of representation and 
scope thereof and, where the right of representation does not arise from law, the name 
of the document serving as the basis for the right of representation, the date of issue, 

and the name of the issuer; 

d) phone number and email 

3.4. The following valid documents serve as basis for identification: 

a) an identity card; 

b) a passport; 

c) a diplomatic passport; 

d) an ID card of the citizen of the European Union; 

e) a driving licence if the document shows the name, photo or face image, signature or 
signature image and date of birth or personal identification code of its holder. 

3.5. In identifying a person, the relevant employee is obliged to check the validity of the 
identity document, make sure the person matches the information on the document 
and check the age of the person. If in doubt about the identity of the person, the 
relevant employee is obliged to request additional Information about the person. Upon 

sending a document that does not match the person or is invalid, the relevant 
employee must refuse the customer registration and notify the Compliance Officer. 

3.6. The relevant employee verifies the correctness of the customer data, using information 
originating from a credible and independent source for that purpose, Where the 
identified person has a valid document specified in section 3.4 or an equivalent 

document, the person is identified and the person's identity is verified on the basis of 
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the document or using means of electronic identification and trust services for 
electronic transactions, and the validity of the document appears from the document, 

or can be identified using means of electronic identification and trust services for 
electronic transactions, no additional details on the document need to be retained. 

3.7. If the customer is an Estonian legal entity (for example a company), it must provide: 

a) the name or business name of the legal person; 

b) the registry code or registration number and the date of registration; 

c) the names of the director, members of the management board or other body replacing 
the management board, and their authorization in representing the legal person; 

d) the details of contact information to the legal person. 

3.8. If the customer is a foreign legal entity (for example a company), it must provide in 
addition to the information in section 3.7, a Commercial Registry (or Company House 

or similar, depending of the country of origin) extract for the legal entity authenticated 
by a public notary and/or legalised and/or certified with an Apostille, unless otherwise 
provided for in an international agreement also showing the rights of representation 
for that legal entity. 

3.9. The relevant employee identifies a legal person based on a registry card of a relevant 
register or a registration certificate of a relevant register, or another document equal 

to such card or certificate. 

3.10. The relevant employee must identify the beneficial owners (UBOs) and, for the 
purpose of verifying their identities, taking measures to the extent that allows the 
relevant employee to make certain that he/she knows who the beneficial owners are, 
and understands the ownership and control structure of the customer, or of the person 

participating in the transaction, 

3.11. The relevant employee verifies the correctness of the information of a legal entity, 
using the information originating from a credible and independent source for that 
purpose. When the relevant employee is able to verify the information through such 
direct access, the submission of the documents specified in section 3.9 does not need 

to be demanded from the customer. 

3.12. A representative of a legal person of a foreign country must, at the request of the 
relevant employee, for example when the right of representation does not appear in 
the submitted document/s, submit a document certifying his or her powers (a power 

of attorney), which has been authenticated by a public notary and/or legalised and/or 
certified with an Apostille, unless otherwise provided for in an international agreement 

3.13. The relevant employee may ask additional information about the customer in case of 
any suspicion about the customer's identity information or the customer's behaviour. 
Such additional information asked should be relevant to the raised risks which, when 

obtained, may prove that the risks are in fact explainable. 

3.14. Procedure for customer onboarding is in accordance with Annex 1 and 2. 

 

4. Procedure for identification of person and verification of data using information technology means 

4.1. The relevant employee must identify a person and verify data with the help of information 
technology means when a business relationship 'is established with a person from a contracting 

state of the European Economic Area or whose place of residence or seat is in such a country 
and whose total sum of outgoing payments relating to a transaction or a service contract exceeds 
15 000 euros per calendar month (in the case of a natural person)  or, in the case of a customer 

who is a legal person, 25 000 euros per calendar month; and/or when the due diligence measures 
are not applied while being physically in the same place as the person or their representative. 

4.2. The relevant employee must identify a person and verify data with the help of information 
technology means where a business relationship is established with an e-resident or a person 
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from a country outside the European Economic Area or whose place of residence or seat is in 
such country and where the due diligence measures are not applied while being physically in the 

same place as the person or their representative. 

4.3. When identifying and verifying customer's data with the help of information technology means, the 

relevant employee must comply with the technical requirements and procedure established by 
the regulation of the Ministry of Finance, which can be found 
https://www.riigiteataja.ee/akt/104122020009?leiaKehtiv . The requirements are further included 
in the following subsections after the table. 

 

 

 4.4. Summary of different AML measures to be applied to a single customer: 

 

Different ML levels that may additionally apply to 

a single customer  
1st level any monetary amount when 

onboarding a customer. 

Clause 3.1 is the same as clause 3.2 a) but with 
more detailed explanation. The AML due 
diligence level (simplified, standard or enhanced) 
will depend on the risk assessment for that 
customer. 
The AML check is done based on the documents 
and information collected by Mainston. 
Clause 4.2 determines that the verification has to 

be done "with the help of ICT means" in case of 

residents of a country outside the EEA. 

2nd level — over 15 000 euros money transfer per 

year as occasional transactions 

Clause 3.2 d): When the customer's transactions 
are over this limit, the customer must be verified 
again to ensure that there is still no risk of money 
laundering or financing of terrorism. 
The AML check is done based on the documents 

and information collected by Mainston. Only non-

EEA citizens need to be verified "with the help of 

ICT means". 

 

3rd level — over 15 000 euros per month (25 000 

euros per month if the customer is a legal entity). 

Clause 4.1: requirement applicable to a person 

from a contracting state of the European 

Economic Area when the monetary thresholds 

are passed, the verification has to be done "with 

the help of ICT means" and not just with the 

documents collected from the customer. 

 

4.5. When Mainston identifies and verifies the customer's data with information technology means, 

Mainston uses a document intended for the customer's identification and comply with the 
following preconditions: 

a) Use highly reliable technical means which consists of a working camera, microphone, 
the hardware and software required for digital identification and an internet connection 

of adequate quality; 

b) Use information technology means that allow to compare biometric data. Biometric data 
includes facial image, fingerprint images, signature or image of signature and iris images; 

c) Receive from the customer the confirmation that s/he has read the information about the 
use of information technology means and agree to the conditions of identification and 

verification of his/her identity with information technology means; 

https://www.riigiteataja.ee/akt/104122020009?leiaKehtiv
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d) Receive confirmation from the customer that he/she carries out the identification and 
verification procedures using information technology means personally, that the data 
submitted is true and complete and that he/she meets the conditions established by 
Mainston for the establishment of the business relationship and the conclusion of 

occasional transactions; 

e) Receive agreement from the customer on the applicability of Estonian law; 

f) Request the person (if foreigner) to show in front of the camera the personal data page 
of the valid travel document issued by the foreign country. 

4.6. The identification and verification of a customer using information technology means is 

unsuccessful if any of the following occur: 

a) The person intentionally submitted data that does not correspond to the identification 
data entered in the identity documents database or does not coincide with the 

information or data obtained with other procedures; 

b) The session expires or is interrupted during the process of identification and verification 
using information technology means. Session expires when the person has not 
completed any activity for 15 minutes; 

c) The person has not given the confirmations identified in section 4.5; 

d) The person refuses to comply with the instructions regarding framing the face and 
document while using the information technology means: The person's head and 
shoulders must be visible and framed, the face must be clear of shadows and uncovered, 
clearly distinguishable from the background and other objects, and recognisable; 

e) The person uses the assistance of a third person without Mainston’s permission; 

f) There is suspicion of money laundering or terrorist financing. 

4.7. The relevant employee prepares the client profile and the risk profile based on the identification 
and questionnaire (if applicable) and other accessible information and the systematised 
collection and analysis of data and clarification of facts. Additionally, the relevant employee must 
give an opinion of the results of the procedure for onboarding using the information technology 
means and make a proposal on the regime of monitoring business relationships to be applied to 

the person. The opinion of the relevant employee of the service provider is the basis on which 
the decision to establish a business relationship is made. 

4.8. If identification and verification of a person is unsuccessful basing on aforementioned cases, then 
the service provider must submit a report to the FIU.  

4.9. Mainston will not provide services and occasional transactions outside a business relationship. 

4.10. Mainston will not conclude a contract or make a decision to open an anonymous account or 
anonymous virtual currency wallet. 

4.11. Mainston sends an identification questionnaire to the natural or legal person that 
wishes to become a customer and whose overall risk score is medium or high. (Tier 3 
questionnaire, check 5.8) Mainston can authorise that the person uses the assistance of another 

person to eliminate any technical problems when the identification questionnaire is carried out. 
The relevant employee of the service provider must assess the answers given in the identification 
questionnaire and record his or her opinion and the circumstances that are the basis thereof in 

the client profile and risk profile.  

Mainston provides to the natural persons (individuals), having passed their Tier 1 and 2 
successfully the online access to the Tier 3 (AML questionary). 

4.12. In case the person is a natural person, the answers to the questionnaire must indicate 
the following data: (to be kept in mind that ID document and proof of address was asked before) 

a) Profession/ title; 

b) Customer’s occupation; individual or business activity sectors (drop-down menu); 

c) Do you conduct business in other countries besides where you are registered for tax 
purposes (yes/no answer); 
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d) Purpose of a Mainston account opening (drop-down menu); 

e) Monthly planned turnover in EUR ; 

f) Source of funds in customer’s account; 

g) Countries from which funds will be received or transferred; 

h) List of accounts in financial institutions (name of the bank and country); 

i) If customer or his/her family member or close associate is a PEP  

4.13. The users (individuals) having successfully passed their Tier 3, get an online access 
to the Tier 4 questionary for legal entities. On this step the natural person can switch its account 

to legal (corporate). 

4.14. In case the person is a legal entity the answers to the questionnaire must indicate the 

following data: 

 

a) Country of registration; 

b) Name and form of the company; 

c) Registration date; 

d) Registration number; 

e) VAT number ; 

f) Website; 

g) Link to the state companies registry portal or to a public source (e.g. Register or 
Commerce); 

h) Phone number; 

i) Contact email 

j) Certificate of incorporation or extract from the local Register or Commerce 

k) Memorandum and Articles of Association  

l) Registration address 

m) Business address 

n) Information about the director of the company (name, phone number, email, nationality, 

address, passport or ID card number and country of issuance 

o) Information about shareholders (list of UBOs and shareholders; list of directors; bank 

statement (all the documents cannot be older than 6 months) 

p) Other relevant documents 

 

4.15. The relevant employee shall conduct an interview for identification and verification of a person's 
data during which the relevant employee asks partly structured questions, proceeding from the results 
of the questionnaire. The relevant employee must carry on the mandatory interview for the 
establishment of a business relationship in real time. Mainston can authorise that the person uses the 

assistance of another person to eliminate any technical problems when the identification questionnaire 
is carried out. The relevant employee must assess the person's reaction during the interview, the 
reliability of the information and data provided by the person with the data obtained through other 

procedures and record his/her opinion and the circumstances that are the basis for the person profile 

and risk profile, which must be reproducible in writing. 

4.16. Mainston has to allow for digital identification of a person and digital signing. 

4.17. Mainston must ensure that when video is used (e.g. the real time interview from 4.9), the 
transmission of clear, recordable and reproducible synchronised sound and image, which is sufficient 
to understand the transmitted content unambiguously and reliably, is guaranteed. The video has to be 

recorded in a way that allows for it to be reproduced with a quality equal to the initial transmission. 
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4.18. The data collected from the questionnaire, identification of a person, unsuccessful identification 
of a person, and mandatory real time interview must be recorded with the following requirements: 

a) contain a time stamp, which must be tied to the data concerning it in such a manner that 
any later changes in data, the person who made the changes, and the time, manner 

and reason thereof can be identified; 

b) contain the person's IP address; 

c) contain the personal identification code of the person to be identified; 

d) contain the birth date and place and country of residence (if there is no personal 
identification code); 

e) be reproducible within five years of the end of the business relationship. 

4.19. Inspection of the performance of the identification of person and verification of data using 
information technology means is done by the Compliance Officer according to section 16 of these Rules 

of Procedure. 

4.20. Procedure for customer identification and verification is in accordance with Annex 1 and 2. 

5. Customer Due Diligence, Simplified Die Diligence and Enhanced Due Diligence Procedure 

5.1. Mainston  is using service providers mentioned in Risk Assessment document section 3.5. in order 
to carry out customer identification and verification. 

5.2. Based on the criterias, customers will be divided into 3 categories: low, medium and high. 

5.3. Mainston applies customer simplified due diligence (SDD) if a factor characterizing lower risk has 
been established and at least the following criteria are met: 

a) a long-term contract has been concluded with the customer in writing, electronically or 

in a form reproducible in writing; 

b) payments accrue to the obliged entity in the framework of the business relationship 
only via an account held in a credit institution or the branch of a foreign credit institution 
registered in the Estonian commercial register or in a credit institution established or 
having its place of business in a contracting state of the European Economic Area or 
in a country that applies requirements equal to those of Directive (EIJ) 2015/849 of the 

European Parliament and of the Council; 

c) the total value of incoming and outgoing payments in transactions made in the 

framework of the business relationship does not exceed 15 000 euros a year. 

5.4. Before the application of simplified due diligence measures, factors referring to a lower risk are 

taken into account and the obliged entity determines whether these factors will be implemented 

on the whole, in part or as separate grounds. 

5.5. Upon assessment of factors referring to a lower risk, the following is deemed a situation reducing 

risks relating to the customer type: 

a) the customer is a company listed on a regulated market, which is subject to 
disclosure obligations that establish requirements for ensuring sufficient transparency 
regarding the beneficial owner; 

b) the customer is a legal person governed by public law established in Estonia; 

c) the customer is a governmental authority or another authority performing 
public functions in Estonia or a contracting state of the European Economic Area; 

d) the customer is an institution of the European Union; 
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e) the customer is a credit institution or financial institution acting on its own 
behalf or a credit institution or financial institution located in a contracting state of the 
European Economic Area or a third country, which in its country of location is subject 
to requirements equal to those established in Directive (EU) 2015/849 of the European 
Parliament and of the Council and subject to state supervision; 

f) a person who is a resident of a country or geographic area having the 
characteristics specified in section 5.6. 

5.6. Upon assessment of factors referring to a lower risk, at least the following situations where the 
customer is from or the customer's place of residence or seat is in, may be deemed a factor 

reducing geographic risks: 

a) a contracting state of the European Economic Area; 

b) a third country that has effective AML/CFT systems; 

c) a third country where, according to credible sources, the level of corruption and other 

criminal activity is low; 

d) a third country where, according to credible sources such as mutual evaluations, 
reports or published follow-up reports, AML/CFT requirements that are in accordance 
with the updated recommendations of the FATF, and where the requirements are 
effectively implemented. 

 

5.7. Mainston is implementing a 4 tier based identification procedure. 

5.8.  

Tier 1 ID document, selfie 

Tier 2 Proof of residency  

Tier 3 Questionnaire 

Tier 4 Questionnaire (for legal entities) 

 

5.9. In order to become a Mainston customer, at least Tiers 1 and 2 need to be completed. 

5.10.  

Risk category  Criteria Due Diligence 
measures applied 

Due Diligence 
measures applied 

LOW  Customer 

within EEA 

 Annual 
transactions 
below 15 000 

EUR 

 Tier 1-2 
completed 
with CLEAR 

with both 
service 
providers 

SDD  Customer 

uploads ID 
document 

 Customer 
makes a selfie 

 Customer 
provides proof 
of residency 

MEDIUM  Customer 
outside EEA 

CDD  Tier 3 
questionnaire 
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 Annual 
transactions 

over 15 000 
EUR 

 Countries 
from which the 

funds are 
received are 
outside EEA 

 Tier 1-2 

completed 
with 
SUSPICIOS 

with one of the 
service 
providers 

 Manual check 
done by 2nd 

line employee 

HIGH  Customer 

from a high-
risk 3rd country 
Annual  
transactions 

over 200 000 
EUR 

 After filling out 

questionnaire, 
not easy to 
establish 
Source of 

Wealth and 
Source of 
Funds of the 

customer 

 After filling out 
questionnaire, 
not easy to 

establish 
purpose of 
opening 

Mainston 
account 

 Adverse 
media 

matches 

 Tier 1-2 
completed 
with 

SUSPICIOS 
with both of 
the service 

providers 

EDD  Tier 3 

questionnaire+ 
additional 
questions 
asked from 

customer 

 Manual 
checks done 

by 2nd line 
employee, 
reports made 
to CO 

 Approval for 
onboarding by 
CO 

 Proof of 
residency 
required at 
least every 6 

months 

PROHIBITED  Customer 
resides in a 
country 

mentioned in 
Risk 

n/a  Account will 
not be opened 

 CO makes 

report to FIU if 
applicable 
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Assessment 
7.4. 

 Customer is 
PEP 

 Customer is 
sanctioned  

 Actual 
adverse 
media 
matches 

 Customer’s 
economic 
activity has 
characteristics 

pointing to 
Money 
Laundering or 

Terrorist 
Financing. 

 

5.11. Risk score is calculated based on the “highest applies” concept. If there are several 

characteristics of the category “Low” present, or if, in addition to the characteristics of “Low”, at least 
one of the characteristics of “Medium” is present, the Client shall be determined to fall into the category 
“Medium”.   

 

5.12. The relevant employee must identify what the risks are in every particular case and undertake 
all appropriate measures to mitigate those risks. Depending on the case, the relevant employee 

may apply one on several of the following due diligence measures: 

1) verification of information additionally submitted upon identification of the person based on 
additional documents, data or information originating from a credible and independent source; 

2) gathering additional Information on the purpose and nature of the business relationship, transaction 
or operation and verifying the submitted information based on additional documents, data or 
information that originates from a reliable and independent source 

3) gathering additional information and documents regarding the actual execution of transactions 
made in the business relationship in order to rule out the extensibility of the transactions; 

4) gathering additional information and documents for the purpose of identifying the source and origin 
of the funds used in a transaction made in the business relationship in order to rule out the 

extensibility of the transactions; 
5) making of the first payment related to a transaction via an account that has been opened in the 

name of the customer participating in the transaction in a credit institution registered or having its 

place of business in the European Economic Area or in a country where requirements equal to 
those of Directive (EU) 2015/849 of the European Parliament and of the Council are in force. 

6) Upon application of enhanced due diligence measures, the company must apply the monitoring of 

a business relationship more frequently than usually, including reassess the customer’s risk profile 
not later than six months after the establishment of the business relationship. 

 

 

6. Collecting data and record-keeping 

6.1. Mainston is obliged to retain all records about our customer and our customers' behaviour in such 

a way that it can always be presented to inspectors checking the recorded transactions, 

6.2. The relevant employee shall put his or her name and, if the document is in a paper format, his or 

her signature at the end of each entry. 

6.3. The Compliance Officer is responsible for keeping all relevant data. 
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6.4. The relevant data includes: 

a) information about the circumstances of refusal of the establishment of a business 

relationship or the completing an occasional transaction; 

b) information if it is impossible to take the due diligence measures using information 
technology means; 

c) originals or copies of the documents that serve as a basis for the establishment of 
identity and verification of the submitted information; 

d) the transaction date or period and a description of the substance of the transaction; 

e) the list of payment accounts kept in the name of the Company, along with each payment 
account's unique feature and the account manager's name. 

f) information serving as the basis for the duty to report to FIU 

6.5. The personal data of a customer, customer's transactions and other relevant information must 
be stored for no less than 5 years after termination of the business relationship. 

6.6. Data of importance for prevention, detection or investigation of money laundering or terrorist 
financing may be retained for a longer period, but not for more than five years after the expiry of 
the first time limit. 

6.7. When performing a transaction of exchange, Mainston collects the following particulars: 
 a) for a natural person – the person’s name, unique identifier of the transaction, identifier of the 
payment account or virtual currency wallet, the title and number of the identity document and 
personal identification code or date and place of birth and residential address; 

 b) for a legal person – the person’s name, unique identifier of the transaction, identifier of the 
payment account or virtual currency wallet, the person’s registry code or, where it does not have 
one, the relevant identifier in the country of its seat (a combination of numbers or letters 

equivalent to a registration number), and the address of the seat. 

6.8. If a customer fails to submit all necessary documents and relevant information, or, if on the basis 
of the documents provided the relevant employee has a suspicion that money laundering or 

terrorist financing might be involved, the relevant employee shall not make a transaction with that 
customer and shall immediately inform the Compliance Officer and record as many customer 
details as possible that will later help to identify the customer. 

 

7. Risk based approach 

7.1. The relevant employee analysing the customer and his/her behaviour should undertake 
investigative efforts that are proportional to the risk and complexity of the case and collect 

evidence using observations gathered in the case. 

7.2. If the relevant employee identifies any additional risks, they will need to conduct investigative 

research to understand these risks in the context of the case. 

7.3. Additional evidence will be needed to support the review and understanding if additional risks 
are identified. 

7.4. The following questions may help to determine whether a transaction is suspicious or whether 
there is a risk of money laundering or terrorist financing: 

a) Is it inconsistent with the customer's known activities? 

b) Is the size of the transaction inconsistent with the normal activities of the customer as 
determined at the initial identification stage? 

c) Are there any other transactions linked to the transaction in question of which our 

Mainston is aware of and which could be designed to disguise money and divert it into 
other forms of other destinations or beneficiaries? 
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d) Is the transaction rational for the customer? 

e) Has the customer's pattern of the transactions changed? 

f) Is the customer's proposed method of payment unusual in the context of the services 
provided by Mainston? 

7.5.  Determination of risks of money laundering and terrorism financing is in accordance with 

Mainston’s Risk Assessment document. 

8. Interaction with the customer in case of ML or TF 

8.1. The relevant employee may contact the customer to clarify the information given or ask for 
additional information, which is needed for the customer identification, or to address the risks 

identified. 

In order to screen out suspicious or unusual transactions and the purpose and actual substance of a 

transaction, the Representative shall take the following actions:   

a) if necessary, ask the Client to provide (additional) information about the 

professional or economic activities;   

b) if necessary, ask the Client explanations about the reasons for the transaction and, 

if necessary, documents evidencing the origin of the assets and/or source of wealth;   

8.2. The relevant employee should not request unnecessary or irrelevant information. A request for 

additional information must be related to the risks of the case, and after receiving the customer's 
response, the relevant employee may close or report the case to the Compliance Officer. If the 
risk of money laundering or terrorist financing remains, the relevant employee shall report the 

case to the Compliance Officer without asking additional information from the customer. 

8.3. The relevant employee shall never express themselves using words that give a reason for the 

customer to understand that his/her activity is suspicious and may be a subject for further report 
to the Compliance Officer. 

9. Monitoring the business relationship 

9.1. A transaction monitoring shall be initiated based on a behaviour trigger of the customer or 

manually by the relevant employee or by the Compliance Officer. A relevant employee must 
investigate every initiated case. 

9.2. The relevant employee cannot be working on a case if the customer in question is a close 
person to that relevant employee, or a customer that is in any other way connected with that 

relevant employee. 

9.3. The relevant employee should determine what the risks of the case are. Each risk should be 

addressed and documented. 

9.4. The relevant employee must conduct a pre-research and check whether the customer was 
checked previously and what were the concerns earlier. 

9.5 The relevant employee must conduct customer research to determine the customer's profile and 
identify the source and origin of the funds used in a transaction. 

 9.6. The relevant employee must conduct an activity research of the customer and determine whether 

it is in line with the customer profile or if the behaviour seems suspicious. Activity research 
includes all observations about the customer's behaviour and any red flags in the activity. 

9.7.The relevant employee must conduct research on all the counterparties if it is applicable in the case. 

9.8. The case review may vary on the evidence needed to be collected about the customer and his/her 
activity. The relevant employee should use a risk-based approach to address the risks 
proportionally. 
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9.9. The relevant employee must document all the findings about the customer and customer's 
behaviour which support the decision of the relevant employee about closing or reporting the 

case to the Compliance Officer. 

9.10. The purpose of the continuous due diligence measures is to ensure the ongoing monitoring of 
customers and transactions. Ongoing monitoring of the Business Relationship includes:   

a) checking of transactions made in a business relationship to ensure that the transactions 
being conducted are consistent with the knowledge of the customer, the business and risk 
profile of the   

customer 

b) regular updating of relevant documents, data or 

information 

gathered in the course of application of due diligence 
measures 

c) identifying the source and origin of the funds used in a 
transaction   

d) Paying particular attention to transactions and the customer’s conduct, leading to criminal 

activity or money laundering or terrorist financing, and clarifying the nature, reasons and background 
of transactions 

e) paying more attention to the business relationship or transaction whereby the customer is 

from a high-risk third country  
 

10. Understanding risk profile of a customer and risks relating to new and existing technologies 

10.1. During the monitoring of the business relationship, the relevant employee must collect enough 
evidence to mitigate the risks alerted. For this reason, the relevant employee should research 

and use the following information:  

a) Source of wealth or the source of fund of the transaction (employment status, role or 
title in a company, employer, approximate salary, additional source of income, industry 
type etc); 

b) The customer's age; 

c) Location of the customer and the customer's counterparties; 

d) The history of the customer's transactions; 

e) The type of transactions; 

f) Any negative information associated with the customer; 

g) Any factors that cause the customer to be considered a high risk; 

h) The relationship between the customer and the customer's counterparties; 

i) The relationship between the customer and customer's place of residence. 

j) Other information which helps to understand the customer, the customer's activity and 

its counterparties. 

10.2. The relevant employee shall always be aware that new, existing and emerging technologies may 

give the customer a possibility to hide his or her real identity or to make a fraud. Therefore, the 
relevant employee shall assess the risk of new and emerging technologies and address them 
within the process of onboarding the client and within the transaction monitoring, 

10.3. The relevant employee shall also collect information about the devices the customer uses and 

their location and add this to the customer KYC file. 

10.4, The relevant employee shall also use proxy piercing to identify whether the user is attempting to 
hide their location and add this to the customer KYC file, 

10.5. The relevant employee shall record every virtual currency wallet address that is either used to 
deposit into or withdraw from the system. They shall all be added into the same virtual currency 
addresses cluster. 
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11. Decision-making 

11.1. After each case review, the relevant employee will make a final decision about whether to report 

the case to the Compliance Officer or close the case, based on the evidence collected for the 

case, and provide a final conclusion that supports the decision made. 

11.2. While making a final decision, the relevant employee should: 

a) Finish the research about the customer, the customer's behaviour and the customer's 
counterparties; 

b) Understand the evidence collected and look for indications of unusual activities; 

c) Consider each piece of evidence on its own and consider all evidence at the same 
time; 

d) If two pieces of evidence contradict each other, look at them together; 

e) Identify which pieces of evidence have the greatest impact on your analysis; 

f) Identify each piece of evidence that has the least impact on your analysis; 

g) Determine which theory is most strongly supported by the evidence. 

 

12. Risk appetite and PEP requirements 

12.1. The risk appetite is determined by Mainston according to the principles of proportionality and 
reasonableness and observing the context presented by the following risks: 

a) the risks associated with the products and services offered, their volumes and 
complexity, including in different jurisdictions; 

b) the risks of the customers consuming the products and services and the structure of 
the customer portfolio; 

c) the risks of sales channels, incl. risks associated with outsourcing; 

d) geographic risks, including presence in other countries or provision of services to 
cross-border customers from distance. 

12.2. Mainston's management board has determined that business relationships can be established 

with persons from a country outside the European Economic Area or with e-residents. 

12.3. The relevant employee shall check whether the customer or the beneficial owner is a politically 
exposed person (PEP), a family member of a PEP or a person known to be a close associate 
with a PEP. 

12.4. The relevant employee shall refuse to onboard the customer or, if an account is already opened, 
block the account and report to the Compliance Officer in case the relevant employee finds out 

that: 

a) the customer is accessing the service from a high-risk country which as per Mainston 
Risk Assessment section 7.4 is a prohibited country; 

b) the customer is under sanctions in the European Union or United Nations; 

c)the customer is known to be accused with money laundering or terrorist financing; 

d) the customer is PEP, a family member of a PEP or a person known to be a close 
associate with PEP 

 

13. International sanctions 

13.1. The relevant employee shall check every customer on being subject to international sanctions. 
The check needs to be done during onboarding process and on a regular basis afterwards. If the 
relevant employee has doubts about the matching results and the customer in question, the 

relevant employee needs to consult with the Compliance Officer. 

13.2. Upon instructions from the Compliance Officer, the relevant employee needs to request 
additional Information from the customer to match the results. 
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13.3. The customer shall not be informed that he/she is screening under international sanctions' lists. 

13.4. The relevant employee can check the list of persons under international sanctions following the 
link: 

https://www.politsei.ee/en/money-laundering    

13.5. The following information shall be recorded about each single check about the customer: 

a) Check time; 

b) Name of the relevant employee who made a check; 

c) Check results; 

d) Measures taken, 

13.6. If the relevant employee identifies the customer who is subject to the international sanctions, the 
relevant employee shall inform the Compliance Officer. If the Compliance Officer agrees with 

the results, the Compliance Officer shall notify the management board. 

 

14. Reporting procedure of suspicious and unusual transactions 

14.1. If the relevant employee has a suspicion that he or she may be dealing with a suspicious or 
unusual transaction, the employee shall promptly report this to the Compliance Officer. In 
addition to the abovementioned transaction and customer data, the Compliance Officer should 

also receive the reason for reporting and identification information about the customer. 

14.2. The relevant employee is not allowed to notify the customer about the fact that the customer 
has been reported to the Compliance Officer. 

14.3. In case of any suspicion, the relevant employee must notify the Compliance Officer by filling out 
the special notification form. The Compliance Officer must consider each report to determine 
whether it gives rise to grounds for knowledge or suspicion. Where such suspicion is 
determined, a suspicious transaction report made by the Compliance Officer shall be sent to 

the Financial Intelligence Unit. 

14.4. The relevant employee must report to the Compliance Officer when he or she discovers any 
suspicious customer's behaviour related to money laundering, Including, but not limited to cases 

where: 

a) The customer makes transfers to other persons in different countries that do not 
conform to the person's usual activities; 

b) The customer informs that the funds will be withdrawn by a third party acting on his/her 
behalf and on his/her account; 

c) The customer's profile does not conform to the nature of the transaction being executed 
by him/her. 

14.5. In case of suspicion of terrorist financing, the relevant employee must identify the risk related to 

the customer and report to the Compliance Officer if the risks related to a customer cannot be 
reasonably mitigated or explained. 

14.6. Mainston must report suspicious or unusual transactions to the Financial Intelligence Unit 
immediately, but not later than within two working days after identifying the activity or facts or 
after getting the suspicion, 

14.7. The risks of terrorist financing include, but are not limited to: 

a) The individual was born in a high-risk country; 

b) The individual is a citizen of a high-risk country; 

c) The individual has a place of residence in a high-risk country or the legal entity is 
incorporated in a high-risk country; 

d) The natural person is associated with a legal person or another entity registered in a 
high risk country. 

https://www.politsei.ee/en/money-laundering
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14.8. The Compliance Officer shall make a note “ML/TF suspicion” behind the name of the customer in 
the company client database and/or on the documents. If there is a note “ML/TF suspicion” made in the 

customer’s records, transactions can be carried out only subject to the prior consent of the MB.   

15. A person in charge of the performance of the AML/CFT obligations 

15.1. The designated management board member of Mainston shall be in charge of the compliance 

with the MLTFPA and relevant guidelines. Compliance Officer was appointed as the designated 

management board member by a resolution of the Mainston’s management board. 

15.2. The management board appoints a Compliance Officer for performance of AML/CFT duties and 
obligations. The management board shall co-ordinate the appointment of the Compliance 
Officer with the FIU. 

15.3. Compliance Officer is a person who acts as the contact person for the Financial Intelligence Unit 

ensuring the compliance with the measures put in place to prevent money laundering and 
terrorist financing at our Company. 

15.4. The Compliance Officer needs to have the adequate education, professional suitability, abilities, 

personal qualities, experience and impeccable reputation required for performance of its duties. 

15.5. Compliance Officer shall have the following duties: 

a) Checking compliance with the money laundering prevention requirements in our 
Company and carrying out training for the employees. 

b) Carrying out preliminary analysis of submitted reports about suspicious transactions 
and deciding whether or not to refer a report to the Financial Intelligence Unit, 

c) Sending information to the Financial Intelligence Unit in the case of suspected money 
laundering/terrorist financing and responding to queries and precepts made by the 
Financial Intelligence Unit. 

d) Gathering information received from employees about suspicious and/or unusual 
actions, processing such information and keeping records pursuant to the prescribed 

procedure. 

e) Notifying the management board in writing of any problems with compliance with these 
internal Rules of Procedural, guidelines and other legal acts and making periodic 
submission of written statements on compliance with the requirements arising from the 

MLTFPA 

f) Preparing written overviews on compliance with money laundering and terrorist 
financing prevention requirements for the management board. 

15.6. Rights of the Compliance Officer: 

a) Making proposals for amending these Rules of Procedure, AML policy, and any other 
policies of Mainston that are related to anti-money laundering and the prevention of 
terrorist financing; 

b) Monitoring the activities of the employees in pursuing the measures to prevent money 
laundering and terrorist financing. 

c) Receiving data and information required for performance of the duties of the 
Compliance Officer. 

d) Making proposals for re-organising the process of submission of notifications of 
suspicious and unusual transactions, 

e) Receiving training in the field. 

15.7. The Compliance Officer may send the information or data that have become known to him or 
her in connection with suspected money laundering/terrorist financing only to: 

a) The management board of Mainston or to an employee especially appointed by the 
management board. 

b) The Financial Intelligence Unit. 

c) A preliminary investigating authority in connection with criminal proceedings; 

d) The court on the basis of a court ruling or judgement. 
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15.8. In the event of a well-founded suspicion concerning money laundering or terrorist financing, the 
Compliance Officer shall promptly but not later than within two working days report it to the 

Financial Intelligence Unit. 

15.9. A report shall be sent to the Financial Intelligence Unit using the web-based reporting form at 
https://fiu.ee/saada-teade . Copies of the documents that serve as the basis for a transaction, 
as well as the data or copies of the documents used as the basis for identifying a person, shall 
be enclosed with the filled-in reporting form. 

15.10. Mainston must send a notice to the Financial Intelligence Unit in the event of the circumstances 
set out in subsections 4.6 a) and f).  

15.11. The customer shall never be notified about any report sent about him or her to the Financial 
Intelligence Unit. 

15,12.lf the activities of a customer are not, in accordance with these Rules of Procedure, fully 
classifiable as activities which are to be reported to the Financial Intelligence Unit, any future 
activities of such customer shall be under increased scrutiny, The Financial Intelligence Unit 

shall be notified immediately if there is a well-founded suspicion about the behaviour of the 
customer. 

15.13. No company, employee, the Compliance Officer or any other person acting on behalf of 
Mainston shall be liable for any damage which may arise from non-completion or late completion 
of a transaction that is incurred by the customer because of suspicions about terrorist financing or 

money laundering that have been reported in good faith to the Financial Intelligence Unit. 

15.14. Reporting to the Financial Intelligence Unit and sending relevant information shall not be 
deemed to be a violation of the duty of confidentiality laid down by law or a contract and no 
liability prescribed by legislation or a contract shall be attributed to those persons for disclosure 
of such relevant information. 

16. Auditing and internal control 

16.1. Mainston will appoint an auditor to audit the annual accounts of the Company.  

16.2. The audit firm will not be appointed for more than 5 years. 

16.3. The management board of Mainston appoints an internal auditor to perform the tasks of the 
internal control unit. 

16.4. An internal auditor may not undertake tasks which cause, may cause, a conflict of interests. 

16.5. The task of an internal auditor is to verify whether the operations of Mainston and of its managers 
comply with: 

a) the requirements established by legislation; 

b) any compliance notices issued by the Financial Intelligence Unit; 

c) the decisions of the provider’s management bodies; 

d) internal rules 

e) the agreements concluded by the provider and with best practice  

 

16.6. Mainston ensures that the internal auditor enjoys all rights and working conditions required for 
them to perform their duties, including the right to be provided explanations and information by the 

provider’s managers and employees, and to monitor the elimination of any defects that have been 
discovered and the implementation of any proposals that have been made. 

 

17. Training for employees 

17.1. The Compliance Officer or other expert in the field of anti-money laundering shall carry out the 
money laundering and terrorist financing prevention training for the employees of Mainston. 

17.2. The employees must be informed about the requirements for the prevention of money laundering 
and terrorist financing and the implementation of due diligence measures and reports on 
suspicion of money laundering. It includes: 

https://fiu.ee/saada-teade
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a) the principles specified in the risk appetite of the company; 

b) the risks arising from the activities of and services provided by the company; 

c) the obligations stipulated in these rules of procedure; 

d) the contemporary methods of committing money laundering and terrorist financing and 
specific typologies/cases, and the risks associated with them; 

e) how to recognise actions related to possible money laundering or terrorist financing, 
and guidelines on how to act in such situations. 

17.3. The Compliance Officer is responsible for carrying out regular training. Each relevant employee 
shall confirm their participation with their signature. It is recommended to organize trainings 
when necessary, but not less than once per year. 

17.4. The Compliance Officer is obligated to provide instructions and an introduction training to all 
new relevant employees pursuant to the prescribed procedure following the signing of the 
employment contract no later than within one week after the commencement of employment by 
the relevant employee and to make the new relevant employee familiar with these Rules of 

Procedure against signature. 

17.5 The Compliance Officer has the right to submit proposals to the management board concerning 
what trainings should be made. 

18. Violation of duty to register information and keep records 

18.1. Any violation of the duty to register information and to keep records as prescribed by these Rules 

of Procedure and in the Money Laundering and Terrorist Financing Prevention Act shall be 
disciplined in accordance with the law. 

19. Requests from the Financial Intelligence Unit 

19.1. Upon the request of a supervision officer of the Financial Intelligence Unit all necessary 

documents and information shall be provided to the inspectors immediately. 

20. Outsourcing 

20.1. Outsourcing of any obligation under these Rules of Procedure is allowed only upon respective 

resolution by the management board. Outsourcing is allowed only to a party that applies due 
diligence measures similar to those stipulated in these Rules of Procedure and the MLTFPA 
and provided the respective party is ready to be subject to supervision similar to one exercised 

over Mainston in accordance with the MLTFPA. 

20.2. To outsource an activity, the obliged entity enters into a written contract with the other person. 
The contract must ensure: 

a) division of the rights and obligations associated with the outsourcing of the activity; 

b) that the outsourcing of the activity does not impede the activities of Minston or 
performance of the obligations provided for in the law and guidelines; 

c) that the other person performs all the obligations of the Company relating to the 
outsourcing of the activity; 

d) that the outsourcing of the activity does not impede exercising supervision over 
Mainston; 

e) that the competent authority can exercise supervision over the person carrying out the 
outsourced activity; 

f)  the required level of knowledge and skills and the capacity of the person conducting the 
outsourced activity; 

g) that Mainston has the unrestricted right to inspect compliance by the person conducting 
the outsourced activity; 

h) that documents and data gathered comply with the requirements arising from the law 
and relevant guidelines; 
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i) the right of the obliged entity to terminate the outsourcing contract with the other person, 
where necessary, if the latter has failed to perform the contractual obligations or has not 
performed them properly. 

20.3. Mainston or the relevant employee may rely on the data and documents gathered by a third-

party if the Company or the relevant employee: 

a) gathers from the third-party information on the identity of the person establishing the 
business relationship or making the transaction, their representative and the beneficial 

owner, as well as the purpose and nature of the business relationship or transaction; 

b) has ensured that, where necessary, the Company or the relevant employee is able to 
immediately obtain all the data and documents that were gathered by the third-party; 

c) has established that the third-party is required to comply and actually complies with 
requirements equal to those established in the relevant law and is under or is prepared 
to be under state supervision regarding compliance with the requirements. 

20.4. In the case of identification of person and verification of data using information technology means 
described in section 4, identification and data verification and the questionnaire can be carried 

out by a relevant employee, a partner of Mainston or by an automated system. 

21. Prevention of conflicts of interest 

21.1. In order to identify and manage conflicts of interests, Mainston: 

a) established the risk appetite and risks arising from its activities; 

b) avoids situations where the personal interests of owners, managers and employees 
and customers are in conflict with the interests of the Company; 

c) asks the employees and managers to provide data about their economic interests that 
may originate a conflict of interests. Mainston regularly updates these declarations of 

economic interests; 

d) identifies and analyses whether the persons who lead a customer to Mainston has a 
conflict of interests between the Company and the customer. The measure to manage 

such a conflict of interests may be to avoid establishing such business relationship. 

22. Amendments of these Rules of Procedure 

22.1. These Rules of Procedure may be amended by resolution of the management board based on 
a majority vote in accordance with the articles of association of Mainston. 
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Annex 1: Mainston International OÜ Onboarding Scheme B2C 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

                                                  

 

 

 

  

  

 

 

 

  

 

 

 

  

 

Client approaches the company via 

Moneybite website 

https://mainston.com/et/   

Client must provide following data:  
Individual –  

 First name 

 Last name 

 Date of birth 

 Nationality 

 Residence 

 Email  

 Phone number 

Customer needs to upload ID 

document, make a selfie and upload 
proof of address 

The customer is assigned to a risk class:  

 Low 

 Medium 

 High 

 Prohibited 

Customers assigned to prohibited 

risk  
Customer’s overall risk rating is 
low: 

 

Customer’s overall risk rating is 

medium or high 

Tier 3 questionnaire 

The employee will refuse to onboard the customer or, if 
an account is already opened, block the account and 

report to the Compliance Officer if it finds out that: 

 the customer is accessing the service 
from a high-risk country 

 the customer is under sanctions in the 
European Union or United Nations 

 the customer is known to be accused 
with money laundering or terrorist 
financing 

 the customer is a PEP 

Automatic rejection and 
customer informed of the 
decision. 

 

Once all documentation is provided 

and the account is opened, an 
automated email will be sent to the 
customer to activate the account.  

 

https://mainston.com/et/
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Collected data stored by the 
company on AWS includes their 
name, date of birth and address but 
any personal data like biometrics and 
identity documents (like ID card 
numbers or images) are collected 
and stored by Onfido (a secure, AI-
powered identity verification solution 
via their SDK and Mainston only gets 
a reference to this information via 
API. 

Collected data which needs to be kept involves: 

a) information about the circumstances of refusal of 
the establishment of a business relationship or the 
completing an occasional transaction; 

b) information if it is impossible to take the due 
diligence measures using information technology 
means; 

c) originals or copies of the documents that serve as a 
basis for the establishment of identity and 
verification of the submitted information; 

d) the transaction date or period and a description of 
the substance of the transaction; 

e) the list of payment accounts kept in the name of the 
Company, along with each payment account's 
unique feature and the account manager's name. 

f) information serving as the basis for the duty to 
report to FIU 

 

The following valid documents serve as basis for a natural 

person’s identification: 

a) an identity card; 

b) a passport; 

c) a diplomatic passport; 

d) an ID card of the citizen of the European 
Union; 

e) a driving licence if the document shows the 
name, photo or face image, signature or 
signature image and date of birth or 
personal identification code of its holder. 
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Annex 2: Mainston International OÜ Onboarding Scheme B2B 

 

Before registering a company’s account, Client needs to be onboarded as natural person. Onboarding 
will be done based on Annex 1.  

When moving on to open company’s account, following additional data will be asked from Client 

 

 

 

 Country of registration; 

 Name and form of the company; 

 Registration date; 

 Registration number; 

 VAT number ; 

 Website; 

 Link to the state companies registry portal 

or to a public source (e.g. Register or 
Commerce); 

 Phone number; 

 Contact email 

 Certificate of incorporation or extract from 

the local Register or Commerce 

 Memorandum and Articles of Association 

 Registration address 

 Business address 

 Information about the director of the 
company (name, phone number, email, 

nationality, address, passport or ID card 
number and country of issuance 

 Information about shareholders (list of 
UBOs and shareholders; list of directors; 

bank statement (all the documents cannot 
be older than 6 months) 

 Other relevant documents 
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